
Massively Multiplayer Online Secure Environments

The only logical conclusion to our work!

Christopher Lemmer Webber

https://dustycloud.org/

Fediverse: https://octodon.social/@cwebber

Birdsite: https://twitter.com/dustyweb



DIDs for self-control!

But how can we make DIDs usable?

How can we incentivize humans to use them?
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Failed web of trust: keysigning parties

Successful almost-web-of-trust: social
networks!

We have a distributed social network system...
ActivityPub!
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Zooko’s Triangle

• Decentralized/Secure

• Globally Unique

• Human Meaningful

Pick two!

DIDs: Decentralized + Globally Unique

So how can humans use them?



"If we ever show a DID to a user we have
failed"

- Mark S. Miller
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Petnames

Petnames are like your contact list

Mom: 555-555-4151

Edge names are names your contacts recommend

Chris Webber => Manu Sporny

Anyone can be a "naming hub"

DNS becomes an equal participant naming hub
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Back to social networks!

• Follow a friend, that’s establishing trust

• Set a petname for them!

• Give an edge name to recommend them to
others by!

• Build up your petnames contact list as a
*natural side effect* of using a social
network!



PROBLEM ONE: Browsers!

Browsers are the most desirable and worst
target



PROBLEM ONE: Browsers!

The line of death: you can’t trust anything
below the address bar

From https://textslashplain.com/2017/01/14/the-line-of-death/



PROBLEM ONE: Browsers!

But we could treat bookmarks as petnames, put
them to the left of the address bar

From https://addons.mozilla.org/en-US/firefox/addon/petname-tool/



PROBLEM ONE: Browsers!

This still sucks, HTML5 even broke the address
bar

From https://textslashplain.com/2017/01/14/the-line-of-death/
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PROBLEM TWO: Insufficient motivation

• "It’s decentralized!" isn’t sufficiently
motivating of a feature to join a
decentralized social network for most people

• "Control yourself!" isn’t enough of a
motivation to put effort into self-sovereign
identity



PROBLEM TWO: Insufficient motivation

XKCD 191, CC BY-ND by Randall Munroe



PROBLEM TWO: Insufficient motivation

Can we "trick" users into joining by... having fun?



The lost cyberpunk world of social games

MUDs, MOOs, MUSHes: social spaces with a sense of place



The lost cyberpunk world of social games

Habitat: massively multiplayer graphical game... in 1985!

https://web.stanford.edu/class/history34q/readings/Virtual_Worlds/LucasfilmHabitat.html



The lost cyberpunk world of social games
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Most of our tech is rooted in games!

• Object capabilities

• Smart contracts

• Virtual currencies

• Many reinventions of the actor model



People want to create

CC BY-SA 3.0, Minetest Team



People want to create

• How many people host a federated social
network?



People want to create

• How many people host a federated social
network?

• How many people host a minecraft server?
(How many kids?)



Could a game be an entry point?



Game tab: Multiplayer games as social networks
 with a sense of place (though you could
connect to multiple realms)



Social tab: Why not put an ActivityPub social
timeline right in this same interface?



Ben tab: Direct message with another player



Can build up a contact list style petnames
system in this application



Browser tab: A paired down lynx-style browser
and why you’d want it



Thanks! This talk CC BY-SA 4.0


